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Legal Update

ASSISTED LIVING FACILITIES AND THE RED FLAGS RULE
By Allan D. Jergesen
Hanson Bridgett, LLP

CALA members probably have heard about the “red flags 
rule,” a set of requirements promulgated by the Federal 
Trade Commission in 2008 with the goal of ensuring that 
businesses will take measures to spot instances when a 
consumer may have been the victim of identity theft.  In 
essence, they require entities to which they apply to create 
a program that will detect signs of possible identity theft 
(“red flags”) in their consumer accounts so that appropriate 
remedial action can be taken.  The red flags rule is an 
outgrowth of the Fair and Accurate Credit Transactions 
Act of 2003 (commonly known as the “FACT Act”), which 
sets forth standards governing credit transactions.  By its 
own terms, the rule applies to any “financial institution” 
or “creditor” that maintains “covered accounts” on behalf 
of “customers.”  When first promulgated, the rule was 
thought to apply just to banks, credit card companies, and 
businesses that customarily sell goods and services on 
credit, such as car dealers and appliance retailers.  It did not 
capture the attention of assisted living providers, who could 
be forgiven for assuming that they would not be subject to 
its requirements.  However, it soon became apparent that 
the definition of “creditor” is quite broad, and includes any 
entity that permits its customers to defer payment on goods 
or services received, even if only until the end of the month.  
For example, it expressly covers utilities that bill periodically 
on the basis of services already rendered.

Based on this broad definition, it appears that any business 
that does not require payment immediately at the time 
that an item is provided or a service rendered is likely to 
be considered a “creditor” subject to the red flags rule.  
Assisted living facilities for their part are accustomed to 
sending an invoice for the monthly fee at the beginning of 
the month in which the resident is to receive services and to 
expecting payment by the end of the month.  This does not 
represent a deferral of payment or extension of credit, even 
if a resident who becomes delinquent is liable for late fees 
and interest.  On the other hand, assisted living facilities also 
are accustomed to billing residents after the fact for optional 
services as part of the monthly fee invoice for the succeeding 
month.  This constitutes the extension of credit, sufficient to 
bring them within the red flags rule.

Other industries have contested this, arguing that a 
“creditor” is a business that willingly allows consumers to 
defer payment on a regular basis for extended periods.  
Hospitals and physicians have argued that they should not 
be subject to the red flags rule, even though they regularly 
bill patients for their services (including deductible and co-
payment amounts) after the fact.  Some health provider 

organizations, such as the American Medical Association, 
have lobbied to have their members excluded from coverage, 
without success.  This suggests that the FTC has interpreted 
the FACT Act as applying the red flags rule to all similar 
enterprises, including assisted living facilities.  In recognition 
of the initial uncertainty, the FTC postponed the effective 
date of the rule from November 1, 2008 to May 1, 2009, and 
then subsequently to August 1, 2009.  At this point, there 
is no suggestion of a further postponement.  Therefore, 
assisted living facilities must move to comply with the red 
flags rule as soon as they are able.

The rule requires that a covered entity have a program 
designed to allow it to (1) identify the warning signs of possible 
identity theft in a consumer’s (i.e., a resident’s) account; (2) 
recognize those signs in a particular account; (3) respond 
when possible identity theft is detected; and (4) regularly 
update the program as necessary.  The FTC is providing 
guidance about how a particular business or industry might 
address the foregoing points.  It notes that the risk of identity 
theft, and therefore the contents of a red flags program, will 
vary, depending on the business or industry involved.  In 
general, it would seem that a resident account maintained 
by an assisted living facility is significantly less likely to give 
warning signs that the resident’s identity may have been 
stolen than customer accounts maintained by businesses 
that serve a broad segment of the public.  It is highly unlikely, 
for example, that an individual who has stolen a resident’s 
identity will be in a position to use it to receive services under 
the resident’s name at the facility.  In addition, it is not certain 
how an assisted living facility might infer from information 
in a resident’s account that the resident’s identity has been 
stolen and misused in some other context.  Therefore, it 
would appear that a red flags program for an assisted living 
facility will be fairly simple and straightforward.

It is important to understand what the red flags rule does 
not require.  It does not prescribe measures that a business 
must take to shield its customer accounts from identity 
theft.  Every business should have a data security program 
that focuses on protecting personal information that it has 
about each customer (such as social security or credit card 
numbers).  This includes assisted living facilities, whose 
resident accounts are subject to the same kind of security 
breaches as the consumer accounts of other businesses, 
whether from employees, contractors, or outside electronic 
intruders.  However, this should not be the focus of a red 
flags program.  Further, the red flags rule does not prescribe 
what an assisted living facility should do if it suspects from 
outside information received by it that someone (e.g., an 
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unscrupulous relative or friend) is misusing a resident’s 
identity to obtain goods or services for himself or herself.  A 
facility that obtains such information is under an obligation to 
take measures to protect the resident, including making an 
elder abuse report to the proper authorities.  Again, however, 
this does not implicate the red flags rule.  The red flags rule 
deals just with the need to detect and respond to signs or 
indicators in the resident’s account that the resident’s identity 
may have been stolen.

Assisted living facilities should look toward adopting simple 
policies in the next month that will (1) specify the indicators in 
a resident’s account that suggest that the resident’s identity 
may have been stolen, (2) make certain that such indicators 
are actually spotted, (3) prescribe actions to be taken in 
response, and (4) ensure that procedures remain up-to-
date.  We hope to create a model red flags policy, based on 
the guidance provided by the FTC for all industries, that we 
will make available to clients.
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ALFA presented CALA President Sally 
Michael with their Award of Excellence 
at last month’s annual conference in 
Philadelphia.  In recognizing ALFA 
state affiliates for their advocacy efforts, 
CALA was cited as a leader and was 
acknowledged for its proactive legislative 

work on behalf of providers and residents.  Of particular note 
was CALA’s sponsorship of AB 762 (Lowenthal) to clarify 
the appropriate fire clearance for “bedridden” transfer assist 
residents is nonambulatory and to prevent unnecessary 
evictions or premature relocation to institutional care.

As CALA continues advocacy and educational efforts, we 
often turn to you, one of our best resources, for learning what 
providers think about a given issue, and how a proposed new 
policy would work operationally. CALA’s Technical Advisory 
Groups are an easy way for you to get involved and make 
a difference! CALA has three T.A.G.s – a General Assisted 
Living T.A.G., a dementia specific T.A.G. and a hospice 
specific T.A.G.

Here is a sample of what we’ve recently asked our T.A.G.s:
• In your experience, are the distinctions between 

dementia and MCI understood throughout the 
Assisted Living industry and its partners?

• How frequently are fire drills conducted at your 
community and who participates?

• How does your community meet the medication 
management training requirements?

Do you have thoughts on these topics? Ideas, concerns, 
solutions that you’d like to share? Sign up for the T.A.G you 
are most interested in! All the T.A.G. communication is done 
via email – all we ask you to do is answer questions we send 
out! If you’re interested please email Cassandra Opiela at 
clo@CAassistedliving.org. 
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