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Privacy Concerns in an Era of Smart Devices 
How can providers meet the growing demand for technology-enabled environments while balancing 
resident and family privacy concerns? 

ANSWER SOME KEY QUESTIONS REGARDING PRIVACY TO DETERMINE THE BEST APPROACH TO 
IMPLEMENTING SMART TECHNOLOGY 

• What do you fear most about privacy and technology? 
• What is your level of comfort with remote monitoring, AI learning, etc?  
• What are the benefits for you as the provider for implementing smart devices?  
• What are the benefits for your residents and family members for implementing smart 

devices? 
• What questions to ask your technology partners about privacy? 

BEST PRACTICES WHEN NAVIGATING PRIVACY AND TECH:  

• Create a plan when rolling out new smart tech  
• Leverage trusted partners and vet partners thoroughly with privacy in mind 
• Ask technology partners the following questions:  

1. What information do you obtain? 
2. What information do you keep and where do you store it? 
3. How do you use the information? 
4. To whom do you disclose the information? 
5. How long do retain the information? 

• Create communication channels for residents and family members to ask questions 
about new tech and privacy (i.e. written and in-person) 

• Communicate to team, residents and family member how privacy is being considered 
prior to roll out 
 

TECHNOLOGY SOLUTIONS THAT BALANCE PRIVACY AND ACCESSIBILITY  

• Look for tech solutions that have a direct benefit to resident and Ops team  
• Tech solutions that empower the resident, enhance independence and improve well-

being are easier wins when balancing pros and cons of privacy  
• Tech solutions that only benefit staff typically fall short and don’t outweigh privacy 

concerns in eyes of resident and family members   
• Provide an opt-out for residents and family members. Not everyone will be an early 

adopter and that is OK.  
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Privacy Concerns in an Era of 
Smart Technology

CALA FALL 2022

Agenda

• Speaker Introductions

• Global tech adoption across all industries

• Dig into the comfort level of monitoring 

• Cost/benefit of tech monitoring 

• Explore if the law is keeping up with the tech—explore general 
privacy considerations

• Navigating privacy concerns at community level

• Audience Q&A

Meet Today’s Speakers

Ginna Baik
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Manager for Senior Living 
Amazon

Matt Smith
CEO and Founder
Speak2

Allan Jergesen
Partner 
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2

Smart Tech Trends and Privacy

Let’s dig into: 

• Global tech adoption across all industries

• Dig into the comfort level of monitoring 

• Cost/benefit of tech monitoring

• Privacy concerns 

• Vendor response to privacy

• Benefits of the smart home to residents & 
provider

Ginna Baik
Senior Business Development 
Manager for Senior Living 
Amazon

What do you fear most about tech?
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Privacy Concerns

• Personalized marketing & scams
• “Mr. Smith your nephew Conor was in an accident…”

• Identity Theft

• Password Theft

• Recording of voice, video

• Live, direct intrusion such as cameras and sensors tracking live 
movement
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Vendor Response

• Legal compliance determines rules first, not after the fact

• Anonymized access

• Two-factor authentication

• Explicit instructions and guidelines 

• Transparency

• Penalties and self-policing

Cost/Benefit to consumers and workforce

Efficiency, productivity, awareness, connectedness
• Smart phone 
• Social media
• Smart Home
• Voice Enabled Devices

Zero-Touch 
Immersive 
Experiences

Turn off lights
Watch television

Set a
wake‐up call

Call Caregiver Play music

Make dinner
reservations

Manage
thermostat

Call Family
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Questions?
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Is the law keeping up with the tech?

Allan Jergesen
Partner 
Hanson Bridgett LLP 

Let’s dig into: 
• Questions to Ask about Smart Device Information 
Collection

• Smart Devices as New Privacy Challenge

• HIPAA as General Privacy Model

• Guidance from General Privacy Concepts

• California Consumer Privacy Act & California Privacy 
Rights Act

• Special Privacy Policy for Resident Information 
Obtained by Smart Devices

Questions to Ask about Smart Device Information 
Collection

• What information does tech provider obtain?

• What information does tech provider keep and where does it 
store it?

• How does provider use the information?

• To whom does provider disclose the information?

• How long does provider retain the information?

Smart Devices as New Privacy Challenge

• Licensing laws prescribe only minimum information to be 
collected 

• Information collected is natural outgrowth of provider’s services 
to resident

oBased on information needed by provider to perform its services and to 
fulfill duties to resident

oAssumption that resident agrees to collection of personal information 
necessary to allow provider to perform its functions
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• Smart devices may collect far more information than anticipated 
by a reasonable resident

• Solution – provide notification about use of smart device and 
obtain consent, based on resident’s assessment of utility of 
smart device as opposed to privacy (and security) concerns

• Practical challenges
oNeed to address each smart device program individually and to deal with 

issues on a software-by-software basis

oChallenge is that there will be many such programs, each with its own 
purpose and ramifications

Smart Devices as New Privacy Challenge

HIPAA as General Privacy Model

• HIPAA applicable to health care providers that use HIPAA-mandated 
electronic data code sets to bill health plans and to collect 
reimbursement from them for services to residents

• HIPAA not generally applicable to assisted living

• Exceptions

o Assisted living communities that receive Medi-Cal reimbursement under 
Medicaid assisted living waiver program

o Independent and assisted living portions of multi-level retirement communities 
and continuing care retirement facilities that provide care in an on-site SNF

• All other California RCFEs are subject to:

oTitle 22 requirement to maintain the confidentiality of resident personal 
information

oGeneral provisions in California constitution and California statute 
protecting a citizen’s right of privacy

•Best approach – observe general concepts in HIPAA involving 
using and disclosing health information

HIPAA as General Privacy Model
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Guidance from General Privacy Concepts

• Internal use of personal information gathered from smart devices

o Almost any data gathered by smart devices about a resident potentially 
involves personal information to be used in providing services for residents

o Under HIPAA, a health care provider can use health information as needed to 
provide services to an individual, using “minimum necessary” rule

o Use same approach with personal information obtained via smart devices 
after obtaining general consent of resident for internal uses of smart devices 
and information obtained through it

o But obtain specific written authorization for uses of personal information 
obtained through smart devices that are not for care of resident or for a 
defined aspect of provider’s health care operations (e.g., quality of care 
review)

• External disclosure of personal information gathered from smart 
devices
o Under HIPAA need for individual written authorization unless an exception 

applies

o Extensive exceptions exist for disclosures in patient’s or public’s interest –
use these exceptions as guidance

o Written authorization can contain non-exhaustive list of such disclosures

• Period of retention 
o If information obtained from smart device is considered part of “resident 

record” under RCFE regulations, then retention period is 3 years after 
resident discharge

o Otherwise consider period during which information will be useful

o Concern about potential discoverability in litigation

Guidance from General Privacy Concepts

California Consumer Privacy Act & California 
Privacy Rights Act

• CCPA/CPRA will become fully effective on January 1,  
2023

• Scope of CCPA/CPRA:
oApplies to for-profit entities with annual gross revenues of $25 

million or more in a calendar year

oDeals with “personal information” about California consumers 
collected by any person or entity that does business in California

oDoes not apply to health information covered by HIPAA
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• CCPA/CPRA focus on electronic information collected about consumers, with an 
emphasis on consumers that visit the business’ web site

• CCPA/CPRA will apply to personal information collected by senior care providers 
about their residents through smart devices

• Provider then must recognize and comply with consumer rights in CCPA/CPRA:
o Right to know

o Right to delete

o Right to opt out of sharing or sale

o Right to correct

o Right to limit use or disclosure of “sensitive personal information”

o Provider will publish a privacy policy on its website setting forth general consumer 
rights under CCPA/CPRA – covers website visitors

California Consumer Privacy Act & California 
Privacy Rights Act

Special Privacy Policy for Resident Information 
Obtained by Smart Devices 

• Need to address privacy needs of residents (i.e., how their
personal information gathered by smart devices will be 
accessed, maintained, used, and disclosed)

• Adopt special privacy policies that comply with general privacy 
concepts and CCPA/CPRA, and that are tailored to personal 
information obtained by smart devices used exclusively for 
residents

Questions?
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Navigating Privacy Concerns

Let’s dig into: 

• Creating realistic feedback loop

• Providing written documentation

Matt Smith
CEO and Founder
Speak2

Realistic Feedback Loops

• In-person, face-to-face conversations to enable a channel for 
feedback to a person.

• Documents must have “how to get in touch”.

• Provide a way for everyone to ask questions or provide 
feedback in the manner most comfortable for them:

• Email
• App
• Voice
• Phone
• Text

Materials and Services
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Balance & Communication

• Establish that privacy is a real concern

• Identify why these concerns are valid

• Demonstrate compassion!

• Reinforce value and benefits of technology

• Acknowledge that the decision is the resident/family/providers

• Explain how their privacy is managed and how they stay 
informed

• Facilitate the choice to engage with technology

Questions?
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